CONG TY TNHH THIET BI SO TRAN PHONG
DICH VU CHUNG THUC CHU KY SO
CONG CONG CKCA

HUONG DAN SU DUNG USB TOKEN

Lrl Tran Phong

1. CAIPAT CHUONG TRINH QUAN LY TOKEN

Pé cai dat chuong trinh quan ly Token, nguoi st dung (NSD) hdy thao
tac nhu sau:

v/ Cim CKCA USB Token vao khe cim USB cua may tinh. Néu
may tinh cua NSD dang chay trinh duyét Firefox, hdy tit tam thoi
truge khi cai dat.

CKCA USB Token

v Mot 6 dia CD 40 sé ty dong xuat hién nhu hinh dudi, hdy chay file
ckca- ca_pki_token.exe dé cai dit chuong trinh quan Iy token.
v Nhin chon Install dé tién hanh cai dat chuong trinh.

[ Install ] [ Cancel J

v" Néu may tinh caa NSD c6 cai dit trinh duyét Firefox, n6 s& tu dong
dojoc chay 1én v6i thong béo nhu hinh duéi. Khi d6, hdy nhin chon
Allow d& CKCA USB Token dugc tich hop vao trinh duyét Firefox.

v Trinh duyét Firefox s& chuyén sang trang thong bao da ding ky thanh
g@tng CKCA USB Token. NSD hay tat trinh duyét Firefox dé tiép tuc cai
at.

v" Nhin chon Finish dé két thac cai dit.




v Sau khi cai datxong, NSD s& thay logo OrigSign cua chwong trinh
quan ly ndy namdugi thanh Notification Bar hoic trén man hinh
Desktop

v’ Dé chay chuong trinh quan ly Token, NSD ¢4 thé:

0 Céch 1: Click dup vao logo OrigSign trén Notification Bar hoac
trén man hinh Desktop

0 Cach 2: Chay chuong trinh theo dvong dan sau:
Start \ Programs \ CKCA \ CKCA Token Manager

2. POl MA PIN CUA TOKEN

M& PIN mic dinh cia CKCA USB Token 1a “ 12345678” . MOJi
khi

dién md PIN cua Token, NSD hdy cha y tdt ché d¢ gd tiéng Viét
(Unikey, Vietkey...) dé tranh viéc dien sai ma PIN ngoai y musn nhiéu
lan ddn d@én hién tuong bi khoa Token.

v' Pé doi ma PIN, NSD hdy vao myc Cau hinh \ Thay déi PIN code,
dién ma PIN cii, ma PIN mgi va chon Chdp nhagn

3. XEM THONG TIN CHUNG THU SO

v' D¢ xem thong tin ching thu s6 trong USB Token, NSD héy vao
Menu Ching thur so, dien md PIN va chon Chdap nhdn.

v' D& xem chi tiét thong tin chung thusd, NSD hay click vao muc
Charng thur so, nhan chon Hién thi.



Certificate &J

A

General I Details | Certification Paﬂﬂ!

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer
» Protects e-mail messages

Issued to: CONG TY CP CONG NGHE VA TRUYEN THONG CK

Issued by:  CKcA

valid from 11/11/2011 to 11/11/2013

Install Certificate...| | Issuer Statement

Learn more about £&r

v' Pé xem sb Serial caa ching thu s, trong ctra sé Certificate, NSD
hdy chon tab Details, chon myc Serial Number.

4. HUONG DAN KY SO MOT SO UNG DUNG PHO BIEN

4.1. KY FILE MICROSOFT WORD, EXCEL (2003, 2007)
Pé tao chir ky s6 trén céc file Microsoft Word, Excel ta lam nhu sau:
Véi Microsoft Word, Excel 2003

v Nhan chon menu Tools \ Options



Toaols Data Window

Help

F7

T

& B gl

Spelling...
Research... Alt+Click

Error Checking. ..

Shared Workspace. ..
Share Workboolk. ..
Prokection

Znline Collaboration

»

Formula Auditing

Customize. ..

v' Chon Tab Security, chon nat Digital Signature

Options
View Calculation | Edit General || Tramsition | Custom Lists Chart
Colar Inkernational Save Error Checking Spelling Security

File encryption settings for this workbook:

Password to open: |

| Advanced...

File sharing settings For Ehis warkbook,

Password to modify: |

[ read-only recommended

Digital Signatures. ..

Priwacy options
[ remove personal infarmation From File properties on save

Macro securiby

specify names of trusted macro developers.

Adjust the security level For Files that might contain macro viruses and

Macro Security...

Ok

|

Cancel ]
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v Trong cira s6 Digital Signature, Chon Add dé Tao chir ky sb 1én file



Digital Signature fg

Signatures |

The digital signature generated by Office maw not constituke a
legally binding signature. For more information, read about digital
signatures in Help,

The Following have digitally signed this document:

Signer Digital ID Issued By Date

Siewy Cerkificate. ., || Remoswe
Help

L ok J[ Cancel ]

v Trong cira s6 Select Certificate, NSD hdy chon chang thoy sé ciia minh va
nhin OK

Select Certificate

Select the certificate wou want to use,

Issued ko Issued by Expiration Date
B Nowén Minhbic CKCA 117112011
& |l &

[ 0K ][ Cancel ][ Wiew Certificate ]

v’ Tiép theo, NSD hdy dién ma PIN cua USB Token.

1 — s i, ‘erification — .
PIN Verification — o
m Tham tra PIN code:
m Thém tra PIN code: e (swunases

[V S0 dung ban phimdo

Bang nhap Huy bd I

PIN code: i

I&'! 4|a7|na‘ #31(9|‘3|15i)0§‘1‘@2|_ i+=l S
e DOODGERNORNANE
| = — =
pagridn]  Haybs | | M e LA ll= [0 ]e Jlo o [ [ ] ] ome] ene |

on [z xfelv]ofn]ulc 7 ] s=
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v Sau khi ky thanh cong, cira s Digital Signature thé hién chix ky sé nho)
sau:

Digital Signature

Signatures |

The digital signature generated by Office may nok constitute a
legallv binding signature, For more information, read about digikal
signatures in Help.

The following have digitally signed this document:

Sigrier Digital ID Issued By Date
Nguyén Minh it CKCA 11/11/2011
A | £
Atkach certificates with newly added signatures
[ Wiews Certificate. .. ] [ Add,.. l [ Remowve ]

[ ak. ] [ Cancel ]

v" Khi NSD dongva mo lai file Word hay Excel 2003 sé c6 thong bao
[Signed, unverified] nhu hinh dudi, c6 y nghia la van ban d ky.

£ Microsoft Excel - Book12 [Signed, unverified]

@_] File Edit Wiew Insert Format  Tools  Data
Véi Microsoft Word, Excel 2007

v Nhén chon nat Office trén gdc trai bén trén cua chuong trinh soan thao
Microsoft Word hay Excel, chon Prepare > Add a Digital Signature



j S Prepare the document for distribution |
[ I»  Properties
=

~u ) View and edit document properties, such
/=7 Open as Title, Author, and Keywords.

. ’édl“ Inspect Document
@ Convert = Check the document for hidden metadata
L or personal information.

Encrypt Document
Increase the security of the document by
adding encryption.

H Save

ﬁ Save As b
@ Print 3
@ Prepare | :
E Send 3

El _, Publish  »

Restrict Permission
Grant people access while restricting their ¥
ability to edit, copy, and print.

Add a Digital Signature

Ensure the integrity of the document by |
adding an invisible digital signature.

Mark as Final

Let readers know th
make it read-only.

1 l@ Press F1 for more help.

Run Compatibility Checker
Check for features not supported by earlier
versions of Word.

I_Ih Close

2] word Options | |X Exit Word

v Dé chon ching thu dé ky
I windows Security u

Select a Certificate

" CONG TY CP CONG NGHE VA...

' Issuer: CKCA

| - Valid From: 11/11/2011 to 11/11/2013
Click here to view certificate...

NGUYEN MINH UC
Issuer: CKCA
Valid From: 11/11/2011 to 11/11/2013

I[ OK ]I [ Cancel ]

v’ Sau khi chon xong chiing thu, NSD hay chon Sign dé ky file.
'Sign - L . - LM

@  5ee additional information about what you are signing. ..

You are about to add a digital signature to this document, This signature will not be
visible within the content of this document.

Purpose for signing this document:
i

Signingas:  Nguyén Minh Birc
Issuedby:  CKCA

[ son




v’ Chwong trinh soan thao s& yéu cau NSD dién ma PIN cua USB Token,
c6 2 cach dién ma PIN (gd tructiép hoic qua ban phim 40)

F
PIN Verification

S —

PIN Verification

-

@ Tham bia PIN code:

ﬁ Thdm tra PIN code:

FiN code: [@naeeses

¥ 50 dung ban phimao

FIN code: ! xxxxxxxxxx

[~ 5 dung bin phim 3o
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v Sau khi ky thanh cong, chir ky sb tren file Word, Excel hién thi nhcn sau:

’___g )

'___:I *

Eldﬁnﬂq:dxwwdumhjﬂﬁmﬂm:s&%;ﬂ

|

Signatures s

| |5/ Valid signatures:
NGUYENMINH BUC 10/22/2010

. —_—

v Khi tao chir ky sb, vin ban khdng dojoc phép chinh sta nira (v6i Office
2007). Néu mudn chinh sira NSD budc phai x6a chir ky nay di. Bé xda
NSD chon Remove Signature nhu hinh dudi.

2/ valid signatures:

NGUYENMINH PUC

2

10/222f ]

Sign Again...
Signature Details...

Signature Setup...

I Remove Signature I

4.2. KY EMAIL TRONG MICROSOFT OUTLOOK 2007
Pé ky s6 email voi Microsoft Outlook, NSD thyc hién nhoj sau:

v' Truéc tién NSD phai chinh cac tham sé security nhoy sau: Chon Tools >

Trust Center



Tools ctions Help

Send/Receive 3
i Instant Search 3
Address Book... Ctrl+Shift+B
%3 Organize

Rules and Alerts...
Mailbox Cleanup...

&) Empty "Deleted ltemns" Folder
Forms 3
Macro »

Account Settings...

[: Trust Center... J

Customize...

Options...
[#  Add to Evernote

v’ Tiép theo, hdy vao muc Email Security > Settings

Trust Center

Trusted Publishers
Add-ins

Privacy Options

- E-mail Security

Attachment Handling

Automatic Download

Encrypted e-mail

S;ﬂ EI Encrypt contents and attachments for outgoing messages
D Add digital signature to outgoing messages
Send clear text signed message when sending signed messages
D Bequest 5/MIME receipt for all 5/MIME signed messages

Default Setting:
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v" NSD tiép tuc nhin Choose dé chon chiing thoy s6 s& dang dé ky email. Xin
chi y rang thdng tin dia chi email trong ching thu sé phai tring voi dia
chi email cia NSD dang dung trén MS Outlook.

i = o)

Change Security Settings —

Security Setting Preferences
Security Settings Mame:

Cryptography Format: [S,’MIME

|| Default Security Setting for this cryptographic message format

| Default Security Setting for all aryptographic messages

[Securi!:\-I Labels. .. ] [ Mew ] Delete Password...

Certificates and Algorithms -

Signing Certificate:

Encryption Certificate: Choose...

Send these certificates with signed messages

v' NSD chon chung thu s dé ky

‘Windows Security

Select a Certificate

T 1 CONG TY CP CONG NGHE VA...

| Issuer: CKCA

| Valid From: 11/11/2011 to 11/11/2013

Click here to view certificate
[ NGUYEN MINH oU'C
| Issuer: CKCA
Valid From: 11/11/2011 to 11/11/2013

1

I[ OK ]I[ Cancel ]

v True khi giri mail di, NSD hay click vao nat ky sé email nhu hinh dudi.



H9 0 =+ s Test ky 56 - Message (HTML) = | B S

= o |
/ Message Insert Options Format Text Dreveloper '@'J
T Calibri (Body) - 11 - .A & | ﬁ g{] 0 - —é‘. 1@«
= o ||[B r wliE=Er === v -0 ¢
Pa t — Address Check Follow Spelllng
b == =
j |22~ é"iE = |ﬁa | Book Mames = Up~
Clipboard = Basic Text F] Mames Include Options s || Proofing
- info@ckca.vn
Send
Account e Subject: Test ky s&
e = @
Test ky 58 mailbang  CKCA Token &

v Khi nhin Send d¢ giri, chojong trinh s& yéu cau md PIN cua USB Token
dé tao chir ky trén mail.

f - — .
PIM Verification §
ﬁz Thém tra PIN code:
FIM code: 1 xxxxxxxxxx

[~ 5ii dung ban phim o

! Bing nhép | Hiy b ]

[P —

4.3. KY FILE PDF VOI PHAN MEM SIGNOFFLINE

v' Trén hé théng ké khai cua CQT c6 cung cap phin mém dé ky file PDF
SignOffline rat nho, gon. NSD c¢6 thé download trén web
http://kekhaithue.gdt.gov.vn; hoic http://CKCA.vn menu Download.

v’ Sau khi tai v& may, NSD c6 thé chay file setup va chay cac boyéc cai dit
theo hoygng dan caa phan mem.

T setup.exe
L) setup
[{EJ Setup.msi

SignOffline

v/ Sau khi cai dit, NSD c6 thé chay chojong trinh theo dojong dan
C:\Program Files\TCT Signen\SignOffline hoic tir biéu tojgng chojong
trinh trén Desktop.

v Sau khi chay chojong trinh, dé ky file PDF, NSD lan lojot 1am cac bojéc
sau: 1.Chon thoy muc — 2.Chon file PDF can ky — 3.Pua file vao



Danh



séch file chua ky - 4.Nhan nat Ky file

@ Desktop

My Documents

=] Q My Computer
= & CA

| openss|
[Ch Perflogs
=) PFles
|5 Program Files
[ ProgramData
I Recovery
[=) System Volume Information
=) TotalCMD
=) UserData
I Users
I Windows
e DA
o BN
o FA
2 GA

| Danh sach file

0100105106-01-032011-ct pdf]

2

Danh sach file chua ky

0100109106-01-032011ct pdf I

Fx

<L

Danh sach file da ky

o]
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v’ Chon thoymuc chia file sau khi ky, nhan nit Chap nhan.

e

Théng béo

Ban cd mudn chon thu muc chia file dd ky khong?

Yes MNo

J

Chon dudng din

C\Program Fles\TCT SignerSigrOfine. r—\

Chép nhan ]I Hiy bd ]

v’ Chon chimg thoy s6 ngoyoi ky roi nhin OK

Windows Security

Select a Certificate

CONG TY CP CONG NGHE VA...

-
Issuer: CKCA
13‘ ' Valid From: 11/11/2011 to 11/11/2013
Click here to view certificate...

NGUYEN MINH pUC

Issuer: CKCA
Valid From: 11/11/2011 to 11/11/2013

Ii OK iI Cancel |

v Nhap PIN bing céch gd tructiép hoic ding ban phim ao

“PIN Verification — —
L ﬁ +Em ba MIN code:
ﬁ Thém tra PIN code: Fiicods [GRSSSEE]
F' 50 dumaban chir a0
Dﬁnqldfi\nl Hily ks |
PIM code: l""’“‘"“"’“‘" I[‘ s |t = =P =i I e
[™ i1 dung ban phimao | I \: : : : : Un ] .: r‘ {2} IR o
! pargrrap]  hoybs | | Mo A lls lo e o [ L [T e ] I Jme] e
Lo |z xfefvfofuful 717 w=
——
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v’ Sau khi ky thanh cong s& c6 théng béao va file PDF chuyén vao muc Danh
sach file da ky

Théng bao X

Danh sach ile da ky
(Budng dan luu file: C\Program Files\TCT SignenSignOffiing)
0100103106-01-032011-ct pd

. Ky thanh céng : 1 file
Téng s6 file: 1 file

=] KRN

v' NSD c6 thé m¢ file PDF d4 ky bing chojong trinh Adobe Reader dé kiém
tra lai chir ky. Chir ky s& nim ¢ goc dudi bén trai cua trang dau tién nhu
sau:

gnature valid

Ky bgi: CONG TY CP CONG NGHE VA TRUYEN THONG CK
Ky ngay: 11/11/2011 11:11:11 (Aia/Bangkok)

8.26x1169in < | I | »

4.4. KY FILE PDF VOl ADOBE PROFESSIONAL

[EN

v' M¢ file PDF bing chojong trinh Adobe Professional, chon Sign, chon
Place Signature.

File Edit View Document Comments Forms Tools Advanced Window Help

:‘j Create PDF = @ Combine Files ~ @ Export = @ w2 ﬁ = fﬁgn' Forms ~ 9 Review & Comment *

' / PlaceSignature...

O aDie» 2O &

Sign Document -
@ Certify with Visible Signature
Certify without Visible Signature

38



v Kéo tha chudt dé chon vi tri thé hién chit ky trong file PDF:

File Edit WView Document Comments Forms Tools Adwvanced Winc

ﬁ Create PDF ~ @Combineﬁlesv @Export' Q* ﬁ' j
i E =) W 1 a0, £ B | @

HIiNH PHT CONG HO#
= (81]
5100/ 2008 MNB-CP ua_N

v Chuong trinh s& bung ra form Sign Document, NSD c6 thé chon ching
thoy s6 diing dé ky. Nhan Sign dé ky file PDF.

i -
Sign Document =]

Y

DigitaIID:n NGUYEN MINH DUC B@

Digital Identification
Sign transaction, Sign document

NGUYEN MINH DUC <ducnm @ckea.vn>

|
| 10/22/2011 6:28:25 AM |
| CKCA

Appearance: [Standard Text v]@ |

NGUYEN
MINH PUC

[ sign J)[ Canca |

v' NSD c6 thé Save As file s¢ ky dé khdng ghi d¢ 1én file gdc.

e &=
Bl Desktop - e ? = e |
MName Size Ttem type Date modvified
@ Downloads 1KB Shortcut §/20/2010 12:42 P} |
?Changed.pdf 33KB AdobeAcrobatD..  9/17/2007 10:57 Al |
[@) Xmanager 3 3KB Shortcut 9/9/2010 817 AM |
‘h Metwork

M Com puter

4| i | +
—

File name: | To_khai_T10isigned).pdf I - Save '

Save as type: [Adobe PDF Files (*pdf) V] I Cancel ]
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v Nhap PIN bing céch gd tructiép hoic ding ban phim ao

r —
PIN Verification

% Thém tra PIN code:

PIN code: i xxxxxxxxxx

' Dang n}'ﬁ‘pl

-
e — M‘ PIN Verification | S
e ﬁ Thém tra PIN cods:

FiN code: (@@ oeees®|
[V S0 dung ban phimdo
Déng nhép ks |
"* s [l ||~ l[# |t == I It e |[- |[[+ "
- : e ‘|476‘3‘9350\12 =Hs=c
[™ % dung ban phimao = |w sl ‘Y alrilis ‘P F | o
oyt | [ e A s Lo e o [e o [l o7 | frome] era
< 1= Iz
Shife z|xfelvfalfn]m| . Space

v’ Chuong trinh tao chit ky thanh cng s hién thi nhu sau:

Moi chi tiét xin lién hé

B
7 208-QD-KHDM(abc).pdf - Adobe Reader

File Edit View Document Tools Window Help

- 1/ @8 e

¢ Find -

Digitallysigned by
Nguyén Minh Bic
DN:email =
ducnm@cleavnc
n= Nguyén Minh
Dic,0u=Phong
Kinh doanh;
o0=Congty CP
Cong nghé Truyén
théng CK, c=VN
Date:2011.11.11
11:11:11+ 7°00°

NGUYE
N MINH
pUC
CONGTY VI
TRUN(

Cong ty TNHH Thiét bi s6 Tran Phong

Dia chi: S6 131 Quy Luru, Phit Ly, Ha Nam
bién thoai: 0351 355 2222— Fax: 0351 3552 666
Email: ckca@tranphong.com.vn

Website : www.tranphong.com.vn

Hotline : 0987 113 911



